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1.0 Introduction

1.1 Overview

The purpose of this document is to shdevelopers how to debusRM Embeddéd Applications using GNU Tools.
In thisdocumentve will be discussing two different debugging procedu@bB from the command line and from
thelnsightGUI. Both can be used to effectively debug your applications and use the same GDB confihands
main differerce with Insight isthat it providesa graphical interfactor the debugging commandbhe
demonstration will show how to use both debugging procedures frocothmand lineor from theCodeblocks
IDE.

The majortopicsto be covered in th document are:
e OpenOCDsetup
e EssentialGDB commands antow to invokeit from Codeblocks
e Essentialnsightcommandsnd how to invokdt from Codeblocks

2.0 Debugging using GDB Commands

2.1 OpenOCDi1 Open OnChip Debugger

The Open OfChip Debugge(OpenOCD)provides debugging, irsystem programing and boundargcan testing
for embedded target devicdsallows debuggers to execute JTAG functions on embedded teitiets from a local
system omcross a network-he Micromint Eagle BSP installer in thBools (D can be used to install a version of
OpenOCDfor Windowsconfigured to use the LMI FTDI interface via USBpenOCD for Linux can also be
downloaded from the weBelow are the most importafites installed:

openocdftd2xx.exe- OpenOCD application for Wdows32

eagle50.cfg - OpenOCD configuration file for the Micromint Eagle using LMI FTDI
program.script Script file to transfer a binary image to the LMI controller

FTD2xx.dllT Library tointerface withFTDI-based devicefpart of the Micromint Eagle 8B driver)
openocd.bat batch file to start OpenOCD

By default OpenOCD reads the fil e confTosgpacifyadiierenm f i |l e @
configuration file, youneed o s e -t & e o fiitie batchrile included(openocdbat) starts OpenOCD with the
eagle50.cfgconfiguration. Figure 21 showshow to invokeOpenOCDdirectly from the commandlines i ng t he
f 0 ot specdyrthe configuration file
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T
BN Administrator: OpenCCD - openocd

Microsoft Windows [Uersion 6.8.660682]
Copyright <c? 2886 Microsoft Corporation. All rights reserved.

C:wProgram Files“Micromint~Eagle 280?-11“openocd>openocd

C:“Program Files“Micromint“Eagle 28087-1f-opencocd>openocd-ftd2xx —f eagle-5B8.cfyg

Open On—Chip Debugger 1.8 <(2807-04-10-13:28> sun:1454H
BUGS? Read http:/szun_berlios.deszunrootsrepossopenocdstrunksBUGS

: JTAG tap: 1Im2=6965.cpu tapsdevice found: Bx3babBB4?? (Manufacturer: Bx23h.
: BxhaB@, Uerzion: Bx3>
: JTAG Tap/device matched

Figure 2-1: Example of OpenOCD starting session

Once started, Open@D connects to the JTAG device via the USB LMI FTDI interfacerammg as a daemon,
waiting for connections from clientte{net, GDB or others). There are many ways you can cguifie OpenOCD and
start it up.A simple way to organize them involves keepangeparatelirectory foreach boaravith its processor
and JTAG configurationdVhen you start OpenOCiDsearches the current directdiyst for configuration fles,
scripts, and for code you upload to the target board. It is alstatheal place to vite log files and datéo be
download from the boandpon startupBy pressingtrl i ¢, the OpenOCDdaemon is stopped, ending
communication witlthe embeddedevice.You will need to stop OpenOCD when using the LMI Flash
Programmer, to update firmware dretboard.

OpenOCD uses laardware interface to communicate with JTAG (IEEE 1149.1) compliant TAPs on your target

board. ATAPi s a fATest Access Porto, a modul dntheMicronint pr oces s e ¢
Eagle 50 the USB debug port itements a TARhat iscompatible withthe FTDI interface iDpenOCD.TAPscan
bedaisychained within and between chips and boards.

OpenOCD currently supports many typesd®AG interfacesUSB based, parallel pdoasedandevenstandalone
boxes that ru®penOCD internallyExamplesincludeUSB FTDI FT2232 USB JLink, USB RLINK, PC Parallel
Printer Portand othersMore information about OpenOCD is available from these references:

Open On-Chip Debugger
http//openocd.berlios.de/web/

OpenOCD User 6s Gui de
http://openocd.berlios.de/doc/pdf/openocd.pdf

2.2 GDBi GNU Project Debugger

The purpose of a debugger is to allow yownimnitor aprogram while  executedo identify and correct any
undesired behavio6GDB (GNU Project Debugger) allows developers to debug applications by pro¥aing
important capabilities

e Load the program in memory and start it with any parameters thaafieay its behaviar

e Place breakpoints tstopthe progranon specified conditions.
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e Watch variables and processor registers when the program stogsiime what has happened
e Changanstructions and data in the program to test alternatives to correct program bugs befgirgcha
the source code and rebuilding the executable.

GDB is included with popular GNU AR toolchains like devkitARMSourcery G++ LiteWinARM and
YAGARTO.

2.3 Introduction to GDB Commands

There are two important considerations when compiling an applicatioa tlebugged.o be able to view the

source code when debugg, the executable must be compiled with debugging dgjaTo separate application
bugs from compiler bugs it B good practicéo first compilewithout any compiler optimizationr@0 and o -Os).

Once the application is working egpectedyou can debug the final executable with the desired optimization level.

There are some essential commands edtxperform basic debugging taslsing GDB. The first thing you need
to dois startGDB from the command linausually from the directory containing thpplication binaryo be
debugyed The command usko invokethe GDB included with devkitARNk Garm- eabi - gdb

profect_ name.out 6 Figure 22 shows a sample debugging sessisimg b/inky.out

C:\ Projects \ ARMDblinky \ gcc> arm- eabi - gdb blinky.out

GNU gdb 6.8

Copyright (C) 2008 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later
<http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribut e it.
There is NO WARRANTY, to the extent permitted by law. Type "show
copying"

and "show warranty" for details.

This GDB was configured as " -- host=i686 - pc- mingw32 -- target=arm -
eabi"...

(gdb) target remote localhost:3333

Remote debugging using localhost:3 333

0x00000000 in ?? ()

(gdb) load

Loading section .text, size 0x288 Ima 0x2000

Start address 0x2000, load size 648

Transfer rate: 2 KB/sec, 648 bytes/write.

(gdb) b blinky.c:78

Breakpoint 1 at 0x2198: file blinky.c, line 78.

(gdb) b blinky.c:90

Breakpoint 2 at Ox21ce: file blinky.c, line 90.

(gdb) j ResetISR

Continuing at 0x20f4.

Note: automatically using hardware breakpoints for read - only
addresses.

Breakpoint 1, main () at blinky.c:78

78 GPIO_PORTE_DATA_R |= 0x02;

(gdb)

Figure 2-2: Exampleof GDB debugging session

GDB can connect ta remote JTAG such as OpenO@8ingthe command target remote host : port 6 .
The host may be either a hostname or a numeric IP addpess; must be a decimal numbén Figure 22,
localhost: 3333 connecs to theOpenOCD daemon running port 3333of the local machindf theremote
target is running on the same machine as your debgggsion, you can ontlie hostname.

The GDBdload 8 command agan be used to load the application binary to the device. GDBis&lthe memory

addresses specified when the application was linked. OpenOCD allows GDB access to the JTAG functions required

to flash the firmware to the current TAP device.
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To jump toa specific location, you just need to invoke tBBB djump Jfocation & commandwhere
location  specifies theaddress, label or source cddeation to start or continue executid@ommonly used
GDB commands allow a shortcuih the case odjump & you can also us@j 6. In the exampl®n Figure 22 6j
Reset/SR 8 jumps to thdocation of ResetISR and continues execution until a breakpoint is found.

(gdb) b blinky.c:78
Breakpoint 1 at 0x2198: file blinky.c, line 78.
(gdb) b blinky.c:90
Breakpoint 2 at Ox21ce: file blinky.c, line 90.
(gdb)  watch ulLoop

Hardware watchpoint 3: ulL oop
(gdb) info break
Num  Type Disp Enb Address What

1 breakpoint keepy 0x00002198 in main at blinky.c:78
breakpoint already hit 1 time

2 breakpoint keepy 0x000021ce in main at blinky.c:90

3 hw watchp oint keepy ulLoop

(gdb) b blinky.c:83

Breakpoint 4 at 0x21b0: file blinky.c, line 83.

(gdb) cond 4 ulLoop=1000

(gdb) ¢

Continuing.

Breakpoint 4, main () at blinky.c:83

83 for(ulLoop = 0; ulLoop < 200000; ulLoop++)
(gdb) p ulLoop

$2 = 1000

(gdb)

Figure 2-3: Placing breakpoints, watching variables and conditional breakpoints

A breakpoint makes your program stop wizespecified locatiom the program is reachedou can add conditions
to the breakpoints to only stop when a sfied behavior is found, allowing finerontrolwhen debuggingYou can
set breakpoints with th@eDB dbreak /ocation 6 commandor its shortcubb /ocation 6 .In Figure 23
thed b blinky.c:78 0 command sets a breakpoont line 78 of blinky.cYou can list tle current breakpoints
by using thédinfo break & command.

A watchpoint is a expression defined witiwatch 6 commandhatcan be monitored during execution of the
application.Theexpression may be a value of a variable, or it could involve valuaseor more variables
combined by o0per Xduoanengble glisablé, and deleté hoth -breadkpbints and watchpoints using
the same commandsikes breakpoints, you can see all your declared watchpoints using the info watch command.
Figure 23 dso shows watchpoints declaration.

An expression can also be used asdition for a breakpointVhen a condition is specified on a breakpoint it is
evaluateceach timehe program reaches istopping execution onliy the condition is trueWhen settig a
conditional breakpoint you need to know breakpointds
specify value. This command is useful when you are workingindtinuctions that are executed many times but

need to be debugged only @specific values are reachéu Figure 23,8 cond 4 ulLoop=1000 & sets

breakpoint 4 to stop only when variable uLoop has a value of 1000 . That breakpoint was previously declared at line
83 of blinky.c.

Table 21 shows essential GDB commanhiire information about GDB is available online from this reference:

GDB Documentation
http://www.gnu.org/software/gdb/documentation/
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Command Description Example
b function set breakpoint dtindion b blinky.c:78
bt displays program stack bt
C continue running your program c

cond n [expr]

new conditional expression on
breakpoint; make unconditional if no
expr

cond 4 ulLoop=1000

info break or info watch

show defined breakpoints or watchptsir]

info break

j line or j *address

resume execution at specifitide or
address

j ResetISR

load load program to your target load
n next line, stepping over function calls n
p expr display the value of an expression p ulLoop
run start your program wh current argumen r
list
S next line, stepping into function calls S
target remotdnost:port debugging using a TCP connection t¢ target remote localhost:3333

port on host

Table 2-1: Common GDB Commands

2.4 Using GDB from the CodeBlocks IDE

GDB canbe invoked fronthe CodeBlockdDE using the propesettingsThe GDB @mmands are the samevaish
thecommand lineexample in the previous sectidiytthe IDE provides toolbasuttonsto reduce typing and
simplify its use Figure 24 showvs the locatiornof thedebuggecommand line in Codeblocks.

3" blinky.c - Code::Blocks svn build

File Edit View Search Project Build Debug wxSmith Tools

‘B e | Q&

Plugin: Settings Help
B LR il

(<1

menagement X binieye x

~ b Qg B @ B | Buid target: cagie-S0e
A E Settings tab

4 Projects | Symbols

= egle sz
By driverlib bt

g auc

B aes_oxpanded_key

By aes set key

B bitband

-5 blinky

]
s
o
585 Sources 61
3
4

Reso ¥ F

2 B2 boards
| OB egle
-8 blinky
| blinky.¢
it B micromint -
B boot_eth &3
B boot _serial 70
By cpldisa n
B cpld_monitor 2
B3 cpld_update .

GPIO_PORTE_DIR R
GPI0_PORTE_DEN R

while(l

welatile unsigned long ullecp:

SYSCTL_RCECZ_R = SYSCTL_RCGCZ_GPTOZ;

ulleop = SYSCTL_RCECZ_R:

CA\Users\help\DocumentsiL

By cpld xio
By dac_ssi o
By enetio 78 GPIG_PORTE_DATA R |= 0x0Z;
By enet_wip 79
By enet ptpd by
B enctsnmp o
B enet titpd 83 for(ulloep = 0; ulLeep < 290303;
B enetip o (
- gpic_jtag pod !
B hello 87 L
B hibernate 83 F
By interupts es N I
=0 GPIC_PORTE_DATA R &= ~(3x3Z1;
B vpad_lcd oy
B mpu_fauit 52
B 232,485 gj
- sd_card s for(sllocp = 2 ulleop < 29933;
By serdenet 56 {
B timers e F )
By uart echo e
By watchdog 100 -
« 0 v
Logs &others x
/) Coderslocks | L Searchresults | €)Buidlog | ¥ Buldmessages | ) Debugger | |4 Thread search
Command line
« m 1 | | commane : M

WINDOWS-1252  Line5, Column 51 Insert Read/Write default

Figure 2-4: Debugger command line ino@eblocks

Thefollowing buttons can be accessed with the debugging toolbar in the IDE
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I

Start/Continué Start orcontinue the debugging process

Next linel Stepover function calls

-
= Next instructiori Step tothe next instruction of a function
& Step intai Stepinto function calls

43 Step oufi Stepout of function calls

lE" Run to cursof Run progranto cursor current position

Q Stop debuggeir Stop the debuging process

Breakpoints can be sky clicking the mouse next to thiee number of the linen the source codehere you want
to stopthe program. You can also set a conditional breakjyinight clicking on thebreakpoint locatiomnd
specifying thedesiredcondition. Two conditionaloptionsare availableignoringthe breakpoint for apecified
number ofcounts before breatr break when a spe@d expression is truégBoth can be very useful to make the
debugging process more efficieRtgure 25 shows where breakpointse set and the window used to edit them.

71
72

73 while(1) Edit breakpoint S5
T4 = {

78 [¥] Enabled

TE

77

e @ EDIC DORTE DATA B |= Ox0Z; [11gnore count before break:
75 ]

80

:E [ Break when expression is true:
S

83 foriulloop = 0; ulloop < Z00000; ulLooptt)

Lois Brea}kpolnts

o [ ok ]| cancel
14 |

a3

30 @ GPIO _PORTE DRTRE B &= ~(0n0Z);

a1

82

a3

34

85 foriulloop = 0; ulLoop < Z200000; ulLooptt)

a7
=11
59

LT = [

Figure 2-5: Setting breakpoints

The debugger invoked by ti@godeblockd DE can be s p e 8attihgd eChniplley anlsleblggeéon i ng 0
the menuas show on Figure 26.
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Plugins | Settings | Help
v h Envirenment... gle-50e
Editor...
m‘j Compiler and debugger... |
Global vanables...

Scripting...

2 B =5 Edit startup script

Figure 2-6: Compiler and debugger selection

Ont h @ompiler anddebuggedsettings window, look for Global compiler settings and click on Toolchain
executablesWhen using the devkitARM toolchain yolkebuggershould be seb armeabigdb.exe. This isthe
default value buit should be verified if your debugging sessions are not working as expEet 27 showsan
example of the proper configuration of toolchain executables

Compiler and debugger settings =NASEL X

Global compiler settings

7 Selected compiler

[devkitARM GCC Compiler V]

Set as default [ Copy ][ Rename ][ Delete ] Reset defaults

Global compiler settings | Compiler settings | Linker settings | Search directories | Toolchain executables  Custom variables | Other setﬁngsl

Compiler's installation directory

Ci\devkitPro'devkitARM E]

MOTE: All programs below, must exist either in the "bin™ sub-directory of this path or in any of the "Additional

Program Files | Additional Paths

C compiler:

g

Frofiler settings

arm-eabi-gcc.exe
C++ compiler: arm-eabi-g++.exe

Linker for dynamic libs:  arm-eabi-g++.exe

&

Linker for static libs: arm-eabi-ar.exe
Batch builds

Debugger: arm-eabi-gdb. exe

Resource compiler:

BEHEBBOBEE

Make program; make.exe

@

Debugger settings

l [ OK ][ Cancel ]

Figure 2-7: Settingthe Debuggeto GDB on Codeblocks
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3 Debugging using hsight GUI

3.1 Insight 7 The GDB GUI

Insight is a graphical user interface to GlaBtten in Tcl/Tk Themainadvantage of using the Insight GUI is that
multiple debugging windows are displaysinultaneouslyYou can have aonsole window to type commands, a
source windowwith the source code beirxecuéed, awatch window withthe current contents of variables
(including structures, linked lists, etca) stack window with thprogram's call stack, and so on. All your display
windows are updated automaticalg you step through your program.

Insightcan be usedith popular GNU ARM toolchains like devkitARM, Sourcery G++ Lite, WinARivid
YAGARTO. Since it is not included with the toolchain distribution, you may need to install it separately. It is
importantto verify that the version of Insight in use supports the version of GDB in the toolchain.

3.2 Introduction to Insight Functions

The Insight console window allows access to the same GDB commands discussed in the previouR alessaiedl.
proceduresre the ame but Insight acts asgraphicalinterface to GDB to simplify its operationinsight can be
invoked from the command line, usually from the directory containing the application binary to be defhhgged.
devkitARM project includeduild of Insightcormpatible with their toolchain. itan be invoked witdarm- eabi -
insight profect_name.out 8. Figure 31 shows a sample debugging sessiob/itky.out . After
Insightis loadeda source window will be displayed similar to the one showkigare 32.

C:\ Projects \ ARMDblinky \gcc>arm - eabi - insight blinky.out

Figure 3-1: Invoking Insightfrom the command line
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File Run ¥iew Control Preferences Help
OG0 DE|BAES MDD | Finu rrr
|blinky.c ~| |main - [source  ~
58 I B
5o /7 Do a dummy read to insert a fFew cycles after enabling the perif
68 i
- 61 ulLoop = SYSCTL RCGC2 R;
62
63 i
64 // Enable the GPID pin for the LED (PE1). Set the direction as o
65 // enable the GPID pin for digital function.
66 i
- 67 GPID PORTE_DIR R = Bx02;
- 68 GPID PORTE DEN R = Bx82;
69
78 i
71 // Loop forever.
72 i/
i3 while({1)
iy {
75 e
76 /4 Turn on the LED.
7 e
- 78 GFID_PORTE_DATA_ R |= Px@2;
70
88 e =
81 /7 Delay for a bit.
82 e
- B3 for{ulLoop = 8; ulLoop < 28000808; ulLoop++)
84 { .
. | 2l
|Program not running. Click on run icon to start. | 2162 56

Figure 3-2: Insightsource window

Insighthas severalindowsuseful for debugging, including:

Consolewindow
Sourcewindow
Registerwindow
Memorywindow
Localswindow

Watchwindow

Stackwindow
Threadprocessvindow
Functionbrowserwindow
Debugwindow (for developers)

Il nsight can connect to a remote target via OpenOCD
remote target paragters as shown in Figure33 Thelocalhost: 3333 in the example connects to the

OpenOCD daemon running in port 33&he local machinédnce you have specified your target settings, you can
click theRun button so Insight loadke applicatiorto your deice. Another alternative is to enter the

commandt ar get r emot e B3B8 an the cmnmand window as shown in Figurd.3f you

specified your target using the console window, willi need to manually load your program to your device typing
load in the command line.

November, 2009
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774 Target Selection &J

— Connection ¥ Set breakpoint at 'main’
Target  |Remote/TCP =l

¥ Set breakpoint at 'exit’

Hostname: \Iocalhost

™ Set breakpoint at
Port: 3333

I Display Download Dialog

I More Options

OK Cancell Help |

Figure 3-3: Target Settingwindow

Co_nsole Window

{gdb) target remote localhost:63333
Remote debugging using localhost:3333
'Bxﬂﬂﬂﬂﬂﬂﬂﬂ in 77 ()

{gdb) load

Loading section .text, size Bx288 1lma Bx2000
Start address 8x2080, load size 648

Transfer rate: 2 KBfsec, 648 bytesfuwrite.

{gdb) info break

Hum Type Disp Enb Address What

1 breakpoint keep y 0:80002198 in main at blinky.c:78

2 breakpoint keep y 0x80808021ce in main at blinky.c:9@

{gdb) j ResetISR

Continuing at Bx28f4.

Hote: automatically using hardware breakpoints for read-only addresses.
Breakpoint 1, main () at blinky.c:78

(gdb) c
Continuing.

Breakpoint 2, main () at blinky.c:98

(gdb) |

Figure 3-4: Console Window

To jump to the start of the application or to a specific location, you just need to invoke the jump coirimarud |
*addresg as in GDB using the Console Window.

The GDB commandavailable from Insighére the same as with the command line example in the preshapser.

When placing breakpoints and watching variables you can do it using two methods: setting them manually using the
console window as in GDB, or ugj Insight graphical interfac&o set breakpoints in Insight graphical interface

just click on left side of the line number where you want to stop the program. To add a \tarthblevatch

window, right click on the variable and select adttiableto watch. Figure & showshow to set breakpoints and

watching variables. Conditional breakpoints are set as in GDB, using the console windows and entering the
commandcond n [expr]
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%4 blinky.c - Source Window oo S |
File Run View Control Preferences Help
SN0 DR | BASS a-2E| e | e
[blinky.c ~| |main | [sourcE -~
7h { -l
75 i
76 £/ Turn on the LED.
77 i/
-ﬁ GPI0_PORTE_DATA_R |= 6x82;
go Breakppints
/4 Delay for a bit. ’
2 I L
" g gur(uanup s E Add ulloop to W atch
3 Durnp Merary at ullaop
[ Set Breakpoint at ulLoop
87 i/ .
8 /7 Turn off the LED Open Another Source Window
g0 I Open Source in external editar
LI T GPI0_PORTE_DATA_R &="{0X027;
91
92 i/
23 // Delay for a bit.
oy i/
- 95 for{ulLoop = 8; ulLoop < 20088808; ullLoop++)
96 4 u
97 h
- 98 H
99 3
. o]
Program stopped at line 83 | 21hl]| 83

Figure 3-5: Setting breakpoints and watching variables

The following list describes the use of the debugger buttons:

%

™

Runi Start the debugging process

Stepi Step into function calls

o

Nexti Step over function calls

W
0 Finishi Step out of function calls

*{

Continuei Continue the debugging process

3.3 UsingInsight from the CodeBlocks IDE

Insightcan be invoked from the CodeBlocks IDE using the proper setfiingsIDE acts as a launcher for Insight so
all procedures discussed in the previous section also apply here.
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To set Insight as your debuggeithin Codeblocksthe procedure is very similar as the one used for GDB. On the
6Compil er and debuggeré settings window, | ook for GI ob:
When using the devkitARM toolchain your Debugger should be set teabiinsightexe. Figure 3 shows an

example of the proper configuration of toolchain executables.

Figure 3-6: Settingthe Debugger to Insight on Codeblocks

More information about Insight is available online from this reference:

Insight Home Page
http://sourceware.org/insight/
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